Processing True OFAC Hits


Evaluating OFAC Hits

The following departments with OFAC scanning responsibilities are responsible for attempting to clear any possible OFAC list matches when performing OFAC scans:

· Electronic Services (wires)

· Loss Prevention and Recovery (daily batch scanning/OFAC updates)

· Consumer Loans

· Commercial Loans

· Mortgage Loans

Procedures for clearing OFAC matches are contained in individual department desk procedures.

In the event that employees from these departments are unable to clear a possible OFAC match, the Bank Secrecy Act Officer will follow these procedures evaluate the validity of an OFAC match:

	Step
	Procedure

	1
	Compare the name in the transaction with the name on the OFAC list. Is the name in the transaction an individual while the name on the OFAC list is a vessel, organization or company (or vice-versa)?

· If yes, you do not have a valid match, proceed to the “Documentation” section

· If no, please continue to step 4 below.

	2
	Compare how much of the OFAC name is matching against the name in your transaction? Is just one of two or more names matching (i.e., just the last name)?

· If yes, you do not have a valid match, proceed to the “Documentation” section

· If no, please continue to step 5 below

	3
	Compare the complete OFAC entry with all of the information you have on the matching name in your transaction. Are there a number of similarities or exact matches?

· If yes, call the OFAC hotline at 1-800-540-6322 or use OFAC's e-hotline at http://www.treas.gov/offices/enforcement/ofac/hotline.shtml.  Follow the instructions given by the OFAC compliance specialist.

· If no, you do not have a valid match, proceed to the “Documentation” section


Documentation

Every possible hit referred by a bank employee to the BSA Officer must be documented.  

Cleared Hits

The BSA Officer should follow these procedures for documenting the evaluation of cleared OFAC hits: 

	Step
	Procedure

	1
	Create a memo that includes the following information:

· The name of the entity being scanned

· The date of the OFAC scan

· The type of transaction

· The name of the employee who referred the hit

· The steps taken to clear the hit

· The reasons why the hit was cleared

· The first and last name of any OFAC Compliance Specialist that provided guidance

· The date the hit was cleared

	2
	Keep a copy of the memo in the OFAC scanning files

	3
	Give a copy of the memo to the employee who referred the hit


True OFAC Hits

An OFAC Compliance Specialist must verify all true hits before [BANK] will proceed with blocking or freezing a transaction.

The Bank Secrecy Act Officer should follow these procedures for documenting any true OFAC hits:

	Step
	Procedure

	1
	Create a memo that includes the following information:

· The name of the entity being scanned

· The date of the OFAC scan

· The type of transaction

· The name of the employee who referred the hit

· The first and last name of the OFAC Compliance Specialist that verified the hit

· The date the hit was verified

· Any special instructions given by the OFAC compliance specialist

	2
	Keep a copy of the memo in the OFAC scanning files

	3
	Give a copy of the memo to the employee who referred the hit along with instructions on how to proceed with the transaction


Record Retention

The Bank Secrecy Act Officer will retain documentation of all possible OFAC hits referred by bank employees for a period of five years.

Rejecting Transactions

An OFAC Compliance Specialist may instruct the bank to reject a wire transfer or deny a loan application if the subject transaction would violate OFAC laws.  If the bank is instructed to reject a transaction, the Bank Secrecy Act Officer should follow these procedures within 10 business days of notification that the subject transaction should be rejected:

	Step
	Procedure

	1
	Inform the employee who referred the hit that the transaction must be rejected

	2
	Create a Rejected Items Report containing the following information:

· A clear label that report is a Rejected Items Report

· [BANK]’s name and address

· The date and amount of the transaction

· A photocopy of the payment, transfer instructions, or application received

· The basis for rejection

· The Bank Secrecy Act Officer’s name and telephone number 

	3
	Keep a copy of the Rejected Items Report for bank records

	4
	Send a copy of the Rejected Items Report to OFAC (see OFAC address below)


Blocking Accounts

Blocking, also called “freezing” is a form of controlling assets under U.S. jurisdiction.  While title to blocked property remains with the designated country or national, the exercise of the powers and privileges normally associated with ownership is prohibited without authorization from OFAC.  

Blocking an account immediately imposes an across-the-board prohibition against transfers or withdrawals of any kind.  However, credits to the account are authorized.

Reporting Blocked Accounts

An OFAC Compliance Specialist may instruct the block a deposit account or a wire transfer.  If the bank is instructed to block an account, the Bank Secrecy Act Officer should follow these procedures within 10 business days of notification that the subject account should be blocked:

Blocking Wires

	Step
	Procedure

	1
	

	2
	Create a Blocked Items Report (see instructions below)  

	3
	Keep a copy of the Blocked Items Report for bank records

	4
	Send a copy of the Blocked Items Report to OFAC (see OFAC address below)


Blocking Deposit Accounts

	Step
	Procedure

	1
	

	2
	Create a Blocked Items Report (see instructions below) 

	3
	Keep a copy of the Blocked Items Report for bank records

	4
	Send a copy of the Blocked Items Report to OFAC (see OFAC address below)


Blocked Items Report 

A blocked Items Report must contain the following information:

· A clear label that report is a Blocked Items Report

· The account owner’s name

· A description of the blocked property

· The blocked property’s location

· Any account numbers associated with the blocked property

· Property value

· [BANK]’s name and address

· A photocopy of the payment or transfer instructions (if available)

· A confirmation that the payment has been deposited into a new or existing blocked account 

· The basis for the block

· The Bank Secrecy Act Officer’s name and telephone number

Maintaining Blocked Accounts

Blocked Accounts must be maintained indefinitely until instructions are received from OFAC.  The following procedures should be followed for maintaining blocked accounts:

	Step
	Procedure

	1
	

	2
	

	3
	

	4
	


Annual Reports of Blocked Property

[BANK] must file with OFAC, a comprehensive annual report on blocked property held as of June 30.  The Report is due to OFAC by September 30 of each year.  The report must be filed using Form TDF 90-22.50. (See Attachment).  The Bank Secrecy Act Office is responsible for filing the annual Report of Blocked Property.  A report does not need to be filed if [BANK] is not maintaining blocked property.

OFAC Address

All Blocked and Rejected Items Reports should be sent to the Office of Foreign Assets Control by:

· Fax at 202-622-2426

· Mail at: Compliance Division, Office of Foreign Assets Control, U.S. Department of the Treasury, 1500 Pennsylvania Avenue, NW, Washington, DC 20220

· Email at: ofacreport@do.treas.gov
SAR Filing

FinCEN considers its rules requiring the filing of a suspicious activity report (SAR) to be satisfied by the filing of a blocking or rejecting report with OFAC.  OFAC will provide information on all blocking and rejecting reports to FinCEN.  

However, the filing of a blocking report with OFAC will not satisfy [BANK]’s obligation to identify and report suspicious activity beyond the fact of an OFAC match.  The Bank Secrecy Act Officer should carefully consider the circumstances surrounding each positive OFAC match and file a SAR if the circumstances are independently suspicious and are otherwise required to be reported under existing FinCEN regulations.
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